


 
  INTRODUCTION 

 

Blockchain is one of the most talked about technologies of the past decade.  Everyone from 

broadcast news reporters to financial market analysts speculate about its current and future 

impact.  Despite this attention, many people today lack the knowledge or understanding of 

what blockchain is and how it can be applied as a solution to various problems.  Students at 

Pace University, through the Linerun’s Future Innovators of NYC Tech Career Accelerator, 

sought to answer these questions for their research project.  This report is the compilation of 

what they learned in this process and serves as a blueprint for how to explain and interpret 

blockchain technology for future usage. 



Origins of Blockchain 
 
 In the early 1970s, Defense 
Advanced Research Projects Agency 
(DARPA) scientists began work on an 
experimental method of transporting 
information across computer networks called 
the Transmission Control Program or TCP. 
This would become part of the Internet 
Protocol Suite, the collection of software that 
manage all packets of data traveling across 
the internet [1]. Prior to the introduction of 
TCP and the Internet Protocol, companies 
and organizations would have to create 
expensive dedicated communication lines 
between one another in order to send data to 
one another.  
 

TCP removed these restrictions, 
allowing packets to create routes across 
existing networks without the need for 
expensive dedicated lines. TCP/IP acts as 
the basis of almost all forms of 
communication in the modern age. It powers 
several daily transactions and interactions 
including bank transfers of currency, 
accessing healthcare data, payment billing 
and checking social media. While few people 
outside of the tech world are likely to know 
what TCP/IP is, it’s undeniable impact 
forever changed the way we interact with 
each other.  

 
 Blockchain is the TCP/IP of the 
modern day. While we’ve revolutionized 
communication with TCP/IP technology, we 
haven’t found a way to solve all the issues an 
instantaneous communications platform may 
create. Blockchain allows people to take new 
control over the vast amount of information 
that internet users are creating daily.  By 
automating record keeping and simplifying 
how we transfer ownership of property, hold 
elections, and protect our data, blockchain 
allows people to take control over the content 
and data produced.   
 
 
 
 
 

What is Blockchain 
 
 Blockchain is a decentralized, public 
ledger technology that records and stores 
data [2].  It is most commonly used when two 
or more items, tangible or intangible, are 
traded. These trades, which are commonly 
represented in the form of a token for 
currency, can comprise of nearly anything, 
from cash for goods to electronic tokens for 
voting rights. Every time you make a trade, 
that action is recorded as part of a block with 
hundreds of other transactions.  From there, 
that block is assigned a hash, which is then 
added to the blockchain [3]. 
 
 Hashes, which are produced as a 
result of running data through a hashing 
algorithm, are central to understanding how 
blockchain works. For example, if we take 
the phrase “Hello World” and put it through a 
hashing algorithm, we will receive an entirely 
different result from an almost identical 
phrase like “HELLO WORLD”. Every block in 
a blockchain has a hash based on the data 
stored inside it, where any amount of hashed 
data will produce a hash of the same length. 
If you were to get the hash for the combined 
text of all seven Narnia books, you will get a 
hash of the same length as a simple line of 
text, “Hey there!”. This means that the size of 
a block can scale infinitely, though many 
blockchain networks place limits on their 
size. 
 
 In addition to each block containing 
its own hash, they also contain the hash of 
the block before it, thus the “chain” in 
blockchain. If you have a blockchain 
containing two blocks: block A and block B, 
they will exist in the blockchain in the order A 
then B. If any data is changed in block A, 
then the hash of block A will change and will 
no longer match the hash that block B is 
expecting. This will invalidate the chain and 
make it clear that the chain has been 
tampered with [4]. 
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Checks and Balances of Blockchain  
 
 How secure are these “chains” and 
who protects us from faulty blocks? The 
answer lies in the design and application of 
the technology.  Blockchain is decentralized, 
where instead of one single entity 
maintaining the network, members share the 
responsibility of processing network traffic 
[5]. Nodes, or members of a blockchain 
network, are given the task of verifying data 
added to the blockchain.  This process is 
commonly referred to as mining, and 
members are given a reward for doing so, 
usually a token. Any “member” can become 
a node within the network, which at face 
value may present security concerns without 
a verification process [6].   
 
 Blockchain networks use two 
different methods to prove the 
trustworthiness of a node: proof of work, and 
proof of stake [7]. In a proof of work scenario, 
users are rewarded for being the first node to 
finish processing a block’s hash. In a proof of 
stake scenario, a node pays to become part  
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
of the network. Those who provide the most 
money will receive the most opportunities to 
process blocks. Miners in a proof of stake 
scenario, also referred to as forgers, usually  
receive transaction fees from transactions 
within their block as payment [8] 
 
 To put this in context, consider this 
example of a cash transaction on the Bitcoin 
network. CJ wants to send Santhosh $10 
worth of Bitcoin. When CJ sends the $10 
from his wallet to Santhosh’s wallet, we 
create the following data: “Credit CJ’s wallet 
$10, debit Santhosh’s wallet $10.” That data 
is added to a block with hundreds or 
thousands of other transactions. A node in 
the network generates the hash for the block, 
and other nodes in the network check the 
initial node’s work. If most participating 
nodes find that the data is correct (“reaching 
a consensus”), then the block is added to the 
blockchain. Since our current block relies on 
the hashes of the block that came before it, 
we are effectively re-confirming each block in 
the chain. With each block added it becomes 
more difficult for the entire chain to be 
tampered with [9]. When the block reaches 

Image 1.1.  How a Blockchain Works. Financial Times via World Economic Forum 2016.  Accessed December 1, 2018 

https://www.weforum.org/agenda/2016/06/blockchain-explained-simply/  
 

 

https://www.weforum.org/agenda/2016/06/blockchain-explained-simply/


the blockchain, the transaction is complete, 
and Santhosh has received CJ’s $10 in a 
secure way that cannot be tampered with 
later. 
 
 The linking of blocks in the 
blockchain via hashes, the requirement of a 
consensus among nodes in a network to add 
new blocks to the chain, and the re-
confirmation of old blocks as new blocks are 
added, makes a blockchain network difficult 
to undermine. A block that has been 
tampered with is immediately recognizable, 
which makes something akin to falsified 
packet injection impossible. The consensus 
requirement means that bad actors are 
unable to add blocks into the chain 
maliciously unless they find a way to achieve 
ownership of most of the nodes on a 
network.  This becomes exponentially more 
difficult and expensive as a network 
becomes larger. The inherent re-checking of 
all past blocks ensures that a block 
generated in the past can’t be maliciously 
tampered with.  
 
Despite being based on an open platform, 
blockchain networks are secure at almost all 
levels, except the end user, or the individuals 
trading and creating transactions. This 
vulnerability is caused in part by the use 
blockchain wallets, which are similar to a 
PayPal account or a debit card, as they’re 
only as secure as the person wielding them. 
 

 End users are susceptible to various 
forms of social engineering, from phishing 
and vishing scams to more complex plots like 
spoofed webpages and search engine 
poisoning. According to Cisco’s Talos 
cybersecurity project, “a Ukrainian hacker 
group dubbed “Coinhoarder” has stolen 
more than $50 million from users of 
Blockchain.info, one of the most popular 
providers of digital currency wallets. [10]” 
The hacker group’s recipe for success didn’t 
involve any high-level hacking expertise 
-  they simply bought domains with similar 
names to “blockchain.info”, then advertised 
those domains with Google AdSense to 
people googling keywords like “blockchain” 

and “bitcoin wallet”. Then, users who visit 
these sites unknowingly provide websites 
like “blockchien.info/wallet” and “block-
clain.info” their real blockchain.info 
credentials, and full access to their bitcoin 
wallets on that blockchain.info [10]. As 
bitcoin matures and evolves, such issues will 
only grow and worsen, requiring wallet 
websites to increase efforts to educate end 
users on malicious sites. 
 
Current Applications of Blockchain 
 
 Blockchain usage and adoption 
raises several important questions.  Where 
does it fit today?  Who’s using blockchain 
technology and why should we care?  What 
problems will blockchain solve in a person’s 
day to day life?  While we see concrete 
infrastructural uses of blockchain in the 
banking and healthcare sectors, today the 
potential exists for this technology to 
transform supply chains, property ownership 
and governmental elections. 
 
Finance and Banking  
 
 Blockchain has already seen 
massive adoption in the banking and fintech 
sectors. According to the University of 
Cambridge Judge Business School, the 
banking sector makes up 30% of the use 
cases for blockchain tech, with its closest 
follower, the government sector, at a mere 
12% [11]. One application involves using 
Blockchain to reduce the number of 
intermediaries that help banks to facilitate 
inter-bank and international transfers. This 
process currently involves the SWIFT 
system, a messaging network used to send 
money and banking instructions to other 
banks all over the world [12].  You can think 
of it as an exclusive intranet network used by 
banks to carry out transactions. SWIFT faces 
a lack of automation, as its creators never 
envisioned having to scale to the demands of 
the modern world when      
 
 
 
 



 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
originally developed in 1974. The SWIFT 
system is difficult and costly, requiring an 
error prone human workforce to manually 
complete transactions.  Using blockchain as     
an alternative would provide an automated 
network to send and maintain transactions at 
a much lower cost, with the added benefits of 
transparency and security, reducing human 
errors and fraud risk [13]. 
 

Changes to the SWIFT system using 
blockchain have the potential for lowering 
ATM fees as well. According to CNN, the 
average fee for using an out-of-network ATM 
in the United States reached a peak of $4.57 
after ten straight years of ATM fee increases. 
The cost of hiring people to manually 
complete transactions received from the 
SWIFT system is a primary driver of these 
fees.  As the network becomes more 
congested with larger transaction volumes, 
the cost of completing a single transaction 
rises. At the time of this writing, the average 
transaction fee of Bitcoin in the last 24 hours  

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

was $.52 [14], the average transaction fee of 
Ethereum in the last 24 hours was a mere 
$.13 [15] and the average transaction fee for 
Bitcoin Cash in the same period of time was 
just under a penny [16]. A blockchain 
network taking on the same load as the 
SWIFT system would likely have slightly 
higher transaction costs, while achieving 
cost savings over current rates. 
  

Major banks and investment firms are 
also testing applications of blockchain 
internally. JP Morgan recently started 
developing Quorum, an “enterprise-focused” 
version of the Ethereum platform. The 
platform is focused on customizable levels of 
transparency and privacy, boasting better 
performance that will be further optimized 
over time.  It also features a permissions 
system that allows known participants to be 
granted different levels of permissions as a 
method of enhancing the security of the 
blockchain network. JP Morgan’s end goal is 
to apply Quorum’s privacy and permissions 
controls to bring blockchain into the 

Image 1.2.  Sectors currently using blockchain. University of Cambridge Judge Business School via UniversaBlockchain 

Medium post 2018.  Accessed December 1, 2018  https://medium.com/universablockchain/blockchain-is-reshaping-the-

banking-sector-fd84f2f9c475  

https://medium.com/universablockchain/blockchain-is-reshaping-the-banking-sector-fd84f2f9c475
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corporate world for daily operations internally 
and throughout the industry [17]. 
 While JP Morgan is focused on 
identifying and applying blockchain to the 
corporate world, Goldman-Sachs aims to 
increase consumer adoption through, 
Circle.  As a recent addition to their startup 
investment portfolio, the company lowers 
many of the barriers involved with buying and 
trading digital currencies, creating a more 
consumer friendly marketplace. Their app, 
Circle Invest, allows people to purchase 
bitcoin, Ethereum, and other digital 
currencies without the hassle associated 
with other bitcoin marketplaces. Circle also 
develops a counterpart to Circle Invest called 
Circle Pay, which allows users to easily trade 
currency via text, including popular apps 
such as Venmo and Chase QuickPay [18] 
 
Healthcare Data 
 
 Healthcare records are another 
emerging area of opportunity for blockchain. 
In the United Arab Emirates, blockchain tech 
is currently being tested to determine its 
effectiveness in storing the private 
healthcare information of patients. It is 
currently focused on transitioning the 
healthcare records of UAE citizens into their 
blockchain network [19].  The parties 
involved in the project are also looking to put 
all government records into the blockchain 
for safekeeping by 2020. 
 
 Today, individuals have little to no 
protection from insurance companies that 
may sell your health information to third 
parties such as pharmaceutical companies. 
With the introduction of blockchain, your data 
belongs to you, ensuring that no one can see 
your information without your permission. By 
keeping the medical records of an individual 
in a blockchain network, each person 
controls what information gets shared with 
others and whom it gets shared with. 
Electronic healthcare records also allow for 
easy access to a patient’s medical 
background for doctors.  By hosting this data 
in a blockchain network, a patient could 
simplify the process of sharing that data.   

Instead of doctors sharing records with their 
colleagues with patient consent, individual 
doctors can add entries to a patient’s 
blockchain that they can administer on their 
own. Information stored in the blockchain 
cannot be altered without the creation of a 
different block, ensuring that the data 
remains accurate over time [20]. This would 
allow for simplified visits for both the patient 
and their physician.  
 
Supply Chain 
 
Blockchain provides a level of security, 
transparency, and recording that can 
transform the increasingly-complex world of 
supply chain management. By utilizing 
packaging with smart tech like NFC tagging, 
GPS location, and temperature/humidity 
sensors, real time data can be produced 
about goods in transit and be stored with 
blockchain technology. This data can be 
automatically analyzed to ensure that 
transported goods are still worth transporting 
at each step of a blockchain, eliminating 
waste and saving time and money [21]. 
Companies such as AnyLedger are leading 
the way with this kind of tech, attempting to 
build the IoT infrastructure and providing the 
blockchain networks to allow supply chain 
companies to harness this technology [22]. 
 

Chinese supply chain systems are an 
area where blockchain could have a 
transformative effect. The country currently 
suffers massive yearly losses in the 
transportation of goods due to quality issues. 
For example, JD.com, a major Chinese 
retailer, is using blockchain to ensure that 
their meat products retain their quality. In 
2016.  over 300 pigs were found to be tainted 
with illegal food additives that caused illness 
in consumers [23]. The company, and others 
like it, hope to use this technology to prevent 
similar situations in the future. 
 
E-Voting 
 
Electronic voting based on blockchain 
platforms is an exciting concept. While we 
have the capability to complete almost any 



task online, voting itself (at least in the United 
States) remains as an entirely in-person 
endeavor. At the same time, voting security 
in the US is a massively complicated subject 
that employs a variety of preventative and 
detective measures that vary significantly 
from region to region. Until now, transitioning 
the voting process to the internet would only 
increase security and authenticity concerns. 
The self-verification and distributed nature of 
blockchain tech is promising solution to 
today’s election problems. The decentralized 
and open ledger of blockchain ensures that 
votes can be tallied fairly and can be 
rechecked by anyone. Blockchain would 
allow election managers to provide each 
registered voter with a tokenized 
representation of their vote.  Users would 
then “trade” their vote to the “walletized” 
ballet box of their choice [24]. They send their 
votes in electronically, doing away with the 
expenses of hosting and organizing election 
polling centers, thereby removing many of 
the issues which lead to election tampering 
and bribery [25].  
 

Several countries such as 
Switzerland are already testing and 
implementing this technology to their voting 
processes.  Due to a massive data breach in 
early 2018, Estonia, which has conducted 
online elections since 2003, is looking at how 
they can use blockchain to enhance data 
security.  Companies like Agora are 
supporting these types of eVoting initiatives 
by promising “secure and transparent digital 
voting” that “leverages the unique attributes 
of blockchain technology to design the next 
generation of voting systems” [26].  
 
Property Records 
 
 Blockchain has the potential to 
improve the lives of millions of people all over 
the world through a network of secured and 
verified property.  It’s decentralized nature 
ensures a certain level of permanence, as no 
one entity owns the sole copy of the data in 
the blockchain. This effectively prevents 
unauthorized withdrawals of data from the 
blockchain network. When combined with 

the tokenization of real-world objects, 
blockchain can guarantee an individual’s 
ownership of property beyond just a paper 
deed. 
For example, let’s say that Jen lives in a 
politically unstable area and her home and 
property records are destroyed in a fire. Jen 
now faces a significant burden in proving that 
she owns the land her home was built on. If 
Jen’s deed was stored in a blockchain 
network, she would have proof of her 
ownership stored on a secure network that 
can’t be altered or destroyed. The 
technology in turn provides Jen with an 
additional layer of security in proving her 
ownership of the land when she rebuilds her 
home. It would be especially helpful for 
people returning home from periods of unrest 
or instability.   
 
Industry Employment 
 
As with all emerging technology, a market 
willing to buy your service and a workforce to 
fulfull these needs are requirements. In 
addition, blockchain engineers currently earn 
anywhere from $15k to $30k more than a 
software engineer on average [27]. Many 
companies have started recruiting 
employees for blockchain divisions, ranging 
from Facebook to Walmart to tech giants 
such as Amazon and Microsoft. In fact, 
blockchain engineers are only second to A.I 
developers on the list of highest paid 
engineer specialties. With such an increase 
of both jobs and salaries, the blockchain field 
is growing to be more and more appealing as 
time goes on. 
 
The Costs of Blockchain 
 
 The promise of blockchain across all 
verticals may seem exciting, but the 
technology does not come without 
complication, as  implementation for many 
companies is currently in the proof-of-
concept stage [28].  There are multiple 
factors to be considered before blockchain 
can be implemented into a company, 
regardless of size. One key element is 
energy consumption, as blockchain and 



cryptocurrencies are quite notorious for 
consuming a lot of electricity. In fact, 
transaction fees of Bitcoin increase when 
people are performing transactions all at 
once, as higher electricity levels equate to 
higher costs. Not only do companies face 
high costs relating to electricity, but storage 
poses a problem as well. In accordance to 
Jamila Omaar, an Internet Policy Intern at 
IDPB, the long-term cost per Bitcoin node 
could very well reach $22 million and above. 
With both the costs of electricity and storage 
in mind, along with the fact that blockchain 
technology is relatively new, many 
companies are reluctant to make the switch 
from databases to blockchain. Many believe 
that blockchain will save a lot of money in the 
long run, but the high price may deter others.  
 
 Other organizations view blockchain 
in a more positive light. In 2018, Accenture 
LLP released a study that found that 
blockchain would be a crucial step for 
businesses to take in order to stay 
competitive in the next few years. According 
to their study, 36% of businesses had 
developed working relationships with twice 
as many companies as they had been in the 
previous year [29]. This is a tricky 
organizational minefield that could be vastly 
simplified using blockchain tech by securely 
automating inter-business transactions. In 
that same study, 60% of executives polled by 
the company stated that blockchain and 
smart contracts will be critical to their 
organization over the next three years [29], 
an indication that blockchain has no sign of 
slowing down in its expansion. 

Many foresee blockchain’s evolution 
into a crucial bridge between companies in 
various industries, with its impact compared 
to the likes of email.  While there is significant 
potential for blockchain to disrupt industries 
and create new opportunities, many issues 
need to be addressed before it becomes 
more universally adopted and accepted.  
Excitement and investment in blockchain are 
expected to grow if advocates continue 
playing the “long game.” 
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